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Abstract
Autonomous vehicles (AVs) rely on perception systems to detect
surrounding objects using sensors such as cameras, LiDAR (Light
Detection and Ranging), and millimeter-wave (mmWave) radar.
However, recent studies have shown that attackers can deceive
these systems by strategically placing adversarial objects (e.g., color
patches, cardboard, or metal foil) in the driving environment. These
attacks pose serious safety risks, yet existing defenses primarily fo-
cus on individual sensor modalities and lack generalizability across
different sensing systems. To address this gap, we propose the first
generalized defense mechanism capable of mitigating various at-
tacks using adversarial objects. Our approach integrates real-time
attack detection with trajectory adaptation, guiding the victim AV
to positions where the attack is less effective. The defense mecha-
nism combines a deep reinforcement learning (DRL)-based motion
planning model, which dynamically adjusts the AV’s trajectory,
with an uncertainty-aware filtering scheme that refines perception
outputs to enhance detection robustness. Extensive experiments in
both simulated and real-world environments demonstrate that our
defense mechanism effectively mitigates adversarial object-based
attacks across different sensing modalities and sensor fusion while
maintaining safe and smooth driving behavior.
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1 Introduction
Autonomous driving has made significant advancements in recent
years, bringing the vision of fully autonomous vehicles (AVs) closer
to reality. AVs rely on advanced perception systems to detect ob-
jects in the surrounding environment using onboard sensors such
as cameras, LiDAR, and mmWave radar. As a critical component
of autonomous driving, the perception system plays a pivotal role
in ensuring driving safety by providing accurate environmental
awareness to support downstream decision making and motion
planning. Recent breakthroughs in deep neural networks (DNNs)
have enabled perception modules to achieve high detection accu-
racy, further strengthening AVs’ capability to navigate complex
real-world scenarios.

However, the increasing integration of AVs into daily life has
incentivized malicious parties to exploit their perception systems,
aiming to disrupt normal operations and compromise road safety.
Recently, a growing body of research has focused on attacking AV
perception systems, leading to the development of diverse adver-
sarial techniques [6, 7, 9, 12, 22, 41, 44, 48, 56–59]. Among them,
adversarial object-based attacks [44, 55, 56, 58, 59] have garnered
significant attention due to their practicality, flexibility, and stealth.
These attacks manipulate AV perception by strategically placing
common objects (also known as adversarial objects), such as card-
board structures, color patches, or metal foil, in the driving envi-
ronment to alter the object detection model’s output. For instance,
adversarial color patches can deceive camera-based object detectors,
while reflective materials can manipulate LiDAR-based perception
by generating misleading point cloud data. The effectiveness of
these attacks has been demonstrated against camera-based [9, 45],
LiDAR-based [44, 55, 56, 59], radar-based [57], and sensor fusion
systems [5, 6, 58] in real-world experiments, highlighting severe
security concerns for AVs.

To mitigate the safety risks posed by these attacks, researchers
have developed various defense mechanisms, primarily targeting
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camera-only and LiDAR-only detection systems. For example, ad-
versarial training [14, 28, 43] has been proposed to enhance the
robustness of camera-based object detection by incorporating ad-
versarial examples into the training dataset. However, this approach
suffers from limited generalization and has been shown to be inef-
fective for other sensing modalities [53]. Similarly, while specific
defenses have been proposed to counter LiDAR attacks [36, 53, 54],
they are not generalizable to other sensing modalities or multi-
sensor fusion systems. To the best of our knowledge, there have
been no studies so far on how to address adversarial object-based
attacks across different sensing systems, leaving a critical security
gap in AV perception defenses.

This gap raises a crucial research question: Is there a general-
ized defense capable of mitigating adversarial object-based
attacks across different sensing modalities and their fusion?

To answer this question, we conduct a comprehensive analy-
sis of existing adversarial object-based attacks, aiming to identify
their weaknesses and potential limitations that could inform the
design of a generalized defense mechanism. Our analysis reveals
that adversarial object-based attacks are not universally effective.
While they succeed in most cases, there exist specific positions and
regions along the road segment where the attack fails to achieve
its intended impact. This observation is primarily attributed to two
key factors. First, the sensory data of an AV can vary significantly
depending on its movement and viewing angles. These variations
affect how objects are detected, leading to inconsistencies in attack
effectiveness. Second, attackers typically lack access to real-time
sensor data from the victim AV. Instead, they approximate the AV’s
possible driving directions and use their own sensors to collect
surrogate data offline, which is then used to optimize the proper-
ties (e.g., number, location, or color pattern) of adversarial objects.
However, it is impractical for an attacker to account for all possible
driving trajectories and positions the victim AV may take. As a
result, adversarial objects are optimized for specific viewpoints,
making them most effective when the AV follows the expected
trajectories. If the AV deviates from these trajectories, the attack’s
success rate may decrease due to inconsistencies in perception.

Motivated by these insights, in this paper, we propose a novel de-
fense mechanism that strategically leverages motion planning
to counter adversarial object-based attacks. Instead of relying solely
on perception-level defenses, our approach integrates real-time
attack detection with trajectory adaptation, guiding the AV to
positions where the attack is less effective.

The proposed defense consists of two key components. First, a
deep reinforcement learning (DRL)-based motion planning model
dynamically analyzes real-time perception outcomes along with the
AV’s motion status, such as speed and heading angle, and adjusts its
trajectory to maximize attack failure. Second, an uncertainty-aware
filtering scheme refines detection results by identifying and filtering
unreliable perception outputs, enhancing the robustness of attack
detection. To the best of our knowledge, this is the first study to
propose a generalized defense mechanism against different
types of adversarial object-based attacks in autonomous driv-
ing. Extensive experiments in both simulated and real-world envi-
ronments demonstrate that our defense effectively detects object-
based attacks across different sensor modalities and sensor fusion,
while maintaining safe and comfortable driving behavior.

2 Background and Related Work
2.1 Autonomous Driving Perception
The autonomous driving pipeline typically consists of perception,
planning, and control modules [5, 10, 15, 42, 51]. As a core function
of the perception module, object detection is critical for ensuring
system safety and functionality. Modern AVs use camera, LiDAR,
and radar sensors for this task. Cameras capture RGB images that
DNNs convert into bounding boxes, while LiDAR emits laser pulses
to generate point clouds for predicting 3D bounding boxes [24,
39, 50]. Radar sensors transmit Frequency Modulated Continuous
Wave (FMCW) signals and use Fourier processing to estimate object
distance and angle [17, 18, 30, 32]. Object detection in autonomous
driving may rely on a single modality or on multi-sensor fusion for
improved accuracy and robustness [2, 6, 20, 27, 31, 33, 34, 46].

Existing camera- and LiDAR-based object detection systems
generate bounding boxes with confidence scores, and an object
is considered detected only when the score exceeds a predefined
threshold. For radar-based detection, a common approach is to
analyze the peak energy of the reflected echo signal and determine
the presence of an object based on whether this peak exceeds a
threshold [58]. Additionally, to reduce false alarms, these systems
often adopt a strategy in which an object is considered detected
only if it is perceived a certain number of times within a short time
window. This strategy has been widely adopted in autonomous
driving platforms such as Baidu Apollo and Autoware [1, 2].

2.2 Adversarial Object-Based Attacks
As described in Section 1, adversarial object-based attacks mislead
the perception system by strategically placing common objects in
the driving environment. The properties of these objects (e.g., num-
ber and location) are typically determined offline, after which the
adversarial objects are deployed during the attack. Existing object-
based attacks in autonomous driving can be broadly categorized
into single-sensor attacks and multi-sensor fusion attacks.

Single-sensor attacks. Single-sensor attacks target individ-
ual perception modalities, such as cameras, LiDAR, or radar, by
placing adversarial objects in the environment to mislead object
detection models. Camera-based attacks [9, 12, 47, 48] typically
use color patches. By carefully designing and positioning these
patches, attackers can alter the visual appearance of targets, making
them undetectable by the perception model. LiDAR-based attacks
[44, 55, 56, 59] introduce adversarial objects with reflective surfaces
(e.g., drones, road signs, or cardboard) to generate additional LiDAR
points, deceiving the deep learning model used by the perception
system. Radar-based attacks [57] manipulate reflected signals by
placing metallic surfaces at specific orientations between the radar
and a target object, resulting in incorrect detections.

Multi-sensor fusion attacks. Multi-sensor fusion systems are
often considered a natural defense against single-sensor attacks.
However, recent studies [6, 9, 58] show that a strong attack on a
single modality can significantly compromise fusion system reli-
ability [9]. Moreover, multi-sensor systems remain vulnerable to
coordinated attacks targeting multiple modalities simultaneously.
For instance, AdvFusion [58] integrates optimized color patches,
metal foil, and cardboard into a single attack board that simultane-
ously deceives camera, LiDAR, and radar perception models. These
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(a) Without attack (b) With attack

Figure 1: Vehicle hiding attack.

findings show that multi-sensor fusion alone is insufficient as a
defense, highlighting the need for stronger countermeasures.

2.3 Defense Mechanisms
To mitigate adversarial object-based attacks in autonomous driving,
various defenses have been proposed, primarily targeting single-
sensor systems such as camera- or LiDAR-based detection. Ad-
versarial training [14, 43] is widely used to improve robustness
by incorporating adversarial examples into training, but it often
reduces accuracy on benign inputs and cannot cover all possible
perturbations. This challenge is more pronounced for LiDAR-based
attacks, where the number and placement of adversarial objects
vary across scenarios, making comprehensive training difficult. Al-
though a few recent defenses [53, 54] target LiDAR attacks, they
do not generalize to other modalities or fusion settings. To the best
of our knowledge, no existing defense generalizes across different
sensor modalities and fusion systems. In this paper, we address this
gap by proposing a defense mechanism applicable to diverse sensor
configurations in autonomous driving.

3 Problem Setting
Threat model. While many studies have explored adversarial
object-based attacks on autonomous driving perception, most fo-
cus on the goal of vehicle hiding [7, 8, 41, 57–59]. As illustrated
in Figure 1, a vehicle hiding attack aims to make a parked target
vehicle disappear from the victim AV’s object detection system
by strategically placing adversarial objects around it, potentially
causing traffic collisions. To the best of our knowledge, only one
recent study [26] has explored the vehicle creating attack on LiDAR
perception, where the attacker attempts to generate a non-existent
vehicle by placing objects on the roadside and using specialized
equipment to interfere with LiDAR signals. Following most prior
work, this paper focuses on the vehicle hiding attack as a representa-
tive scenario to illustrate our defense mechanism. The extension of
our defense to the vehicle creating attack is discussed in Section 7.5.

For the attacker’s capability, we follow the settings of existing
attacks and assume that the attacker does not have real-time ac-
cess to the victim AV’s sensory data. To determine how to deploy
adversarial objects, the attacker can collect surrogate sensory data
offline by mimicking the victim AV’s potential driving behaviors
and capturing data from different directions and distances relative
to the target vehicle. Additionally, the attacker may have either
white-box or black-box access to the object detection model.

For the defender’s capability, we consider a practical but chal-
lenging setting where the defender has no prior knowledge of the

adversarial objects, including their number, shapes, sizes, or loca-
tions. Furthermore, the defender does not know the road segment
where the attack will occur. However, the defender, typically the
manufacturer, is aware of the sensor modality or modalities used
in the victim AV’s perception system.

Defense goal. Our objective is to develop a generalized defense
mechanism capable of countering adversarial object-based attacks
on both single-sensor and multi-sensor fusion systems. The mecha-
nism should integrate into existing autonomous driving systems
without requiring significant modifications to system modules.

4 Defense Challenges
We need to address several challenges to achieve the above goal.

Unknown adversarial objects. Adversarial object-based at-
tacks vary in strategy, environment, and adversarial object prop-
erties, making them highly flexible. Since the defender lacks prior
knowledge of these objects, designing an attack-agnostic defense
that effectively handles unknown attack conditions is challenging.

Compatibility with various autonomous driving systems.
AV systems differ in sensor modalities, detection algorithms, and
planning mechanisms, making a universal defense challenging. The
proposed mechanism should be adaptable and integrate seamlessly
across different platforms without major system modifications.

Being efficient. Another challenge lies in the limited distance
between the victim AV and the target vehicle available for defense.
Due to the constrained sensing range of perception sensors, the AV
may recognize the attack only when it is close to the target. Thus,
the defense mechanism must operate efficiently, enabling accurate
attack assessment and response within a short distance.

Minimizing disruptions to normal driving. Since attacks
occur only occasionally, the defense mechanism should not operate
continuously. In most cases, no attack is present, so the defense
mustminimize disruptions to normal decisionmaking. An overly ag-
gressive defense may trigger unnecessary interventions. However,
determining when to activate the defense is challenging because
the defender lacks knowledge of the attack timing and location.

5 Attack Analysis
Before presenting our methodology to address the above challenges,
we first analyze existing attack methods to extract key insights that
can guide the design of an effective defense mechanism. Specifically,
in this section, we seek to answer the following key questions: (1)
What is the difference in detection performance with and without the
attack? (2) In adversarial scenarios, what are the key factors that affect
the attack performance? (3) Can existing adversarial object-based
attacks achieve zero failure in all sensing conditions? These questions
are crucial for understanding the common patterns demonstrated
in the attacks and developing effective defense mechanisms.

To investigate these questions, we conduct a case study on two
representative vehicle hiding attacks: AdvLoc [59], which targets
LiDAR object detection, and AdvFusion [58], which targets multi-
sensor fusion. For AdvFusion, we use LiDAR-camera fusion as an
example. Details of both methods are provided in Section 7. Follow-
ing their original settings, we consider multiple possible driving
directions of the victim AV when determining the placement and
properties of adversarial objects. We implement these attacks with
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Figure 2: Heatmaps of average detection confidence in real-world scenarios.

a perception testbed equipped with a Velodyne VLP-32C LiDAR
and a ZED 2i camera, as described in Section 8. Figures 11a and
11d illustrate these attacks in real-world scenarios. As discussed in
Section 2.1, an object is detected in a frame only if its confidence
score exceeds a predefined threshold (e.g., 0.5). The attacker’s goal
is to reduce the confidence score below this threshold. To evaluate
attack performance, we examine how confidence changes as the
AV moves along the road, with an initial distance of 30 meters.

Figure 2 presents average confidence heatmaps. Figures 2a and
2c show the heatmaps for LiDAR-only and LiDAR-camera fusion
detection systems without the attack (denoted as LiDAR-benign and
Fusion-benign), while Figures 2b and 2d illustrate the corresponding
maps under attack (denoted as LiDAR-attack and Fusion-attack).
The horizontal axis represents the AV’s deviation from the lane
center, and the vertical axis indicates its distance to the target
vehicle. Each grid reflects the average detection confidence at a
given region, with darker colors indicating lower confidence scores.

The results show that without an attack, both the LiDAR-only
and LiDAR–camera fusion systemsmaintain stable, high confidence
across most of the road segment. Under attack, however, confidence
drops significantly in certain regions, with higher variance across
locations. Although modeling confidence distributions is challeng-
ing, we observe key patterns. First, attack effectiveness varies by
region and perspective. Neither detection system is consistently
deceived across all areas, and even slight perspective changes can
impact the attack performance. Second, while attacks reduce con-
fidence, driving it to zero is difficult. Although those confidence
scores may be below the detection threshold, they still carry mean-
ingful information, reflecting attack impact variations over time
and location. Third, confidence scores are not randomly distributed
but tend to cluster into high or low-confidence regions.

We outline the primary reasons for the patterns we observed.
First, sensory data varies significantly based on the AV’s movement
and viewing angles, affecting object perception and reducing attack
consistency. For instance, RGB images vary with perspective, dis-
tance, and lighting, causing discrepancies between optimized and
actual captured values in real-world scenarios. Similarly, LiDAR
point clouds are highly sensitive to viewpoint shifts. Unlike 2D im-
ages, 3D point clouds contain more depth information. Even slight
changes in perspective can significantly alter the perceived surface,
shape, and structure of an object, particularly for points affected by
occlusion. Additionally, as the victim vehicle moves closer, the spac-
ing between adjacent LiDAR points decreases and density increases,

which may impact attack effectiveness. Similar effects occur with
radar because the AV’s position directly influences the reflected
signal strength and direction. Second, it is nearly impossible to
account for all possible driving trajectories or positions within a
target road segment. As a result, adversarial objects are optimized
for specific viewpoints and are most effective when the victim AV
follows expected paths. Significant deviations from these paths can
reduce attack success. In addition, even if attackers consider a broad
range of driving directions, real-world environmental complexities
introduce uncertainties, making it difficult to ensure consistent
attack effectiveness across all viewing angles and distances. We
evaluate the impact of the attacker’s efforts in Section 7.

In summary, the above analysis shows that while the attack is
effective in most positions along the road, there are specific re-
gions where it fails. As a result, the target vehicle may still be
detected sporadically or consistently in certain areas. This presents
an opportunity for defense. If the victim AV can detect incon-
sistencies in confidence scores and be guided toward these
specific regions, it may enable attack detection and facilitate
countermeasures. Unfortunately, if the target is detected only spo-
radically in a few frames, it may be dismissed as a false alarm. To
suppress false detections, AV detection algorithms typically require
an object to be detected multiple times within a short time window.
Thus, sporadic detections alone are insufficient. Instead, the AV
should be guided toward regions where the target can be consis-
tently detected enough times within a short window, ensuring a
valid object detection and enabling effective attack recognition.

However, a key challenge for this strategy is that the victim
AV cannot determine the detection confidence distribution
for a road segment before traversing it. Additionally, the
adversarial objects are unknown in advance, making it im-
possible to pre-identify regions where the attack will fail.
To address this, an intelligent defense mechanism is needed
to dynamically adjust the AV’s driving behavior by continuously
analyzing real-time detection confidence variations and its motion
status (e.g., speed, acceleration, and heading angle), allowing it to
navigate toward regions where the attack is less effective.

6 Methodology
6.1 Overview
Building on the above analysis, we propose a novel defense mecha-
nism that leverages intelligent motion planning to counter the
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Figure 3: Defense mechanism overview.

attack. Figure 3 provides an overview of the mechanism, which is
integrated into the AV’s planning module. At its core is the attack
detection component, consisting of a DRL-based motion planning
model and an uncertainty-aware filtering scheme. The DRL-based
motion planningmodel analyzes real-time perception outcomes and
the AV’s motion status to dynamically adjust its trajectory, guiding
it toward regions where the attack is less effective. When motion
planning alone fails to detect an attack, the uncertainty-aware
filtering scheme reanalyzes historical perception data, filtering un-
reliable outputs to enhance detection robustness. To ensure broad
applicability, the normal planning component represents the
AV’s built-in planning model, treated as a black box. This design
choice ensures that the defense mechanism remains generalizable
and seamlessly integrates with existing AV planning systems.

When the victim AV operates on the road, the planning module
continuously processes perception results. A key challenge is deter-
mining when to activate the attack detection component. As noted
earlier, adversarial object-based attacks are imperfect, and the tar-
get vehicle may occasionally appear in some frames. While usually
dismissed as false alarms, these detections offer an opportunity for
attack detection. To formalize this, we define an object detection
threshold 𝜌1, representing the minimum number of detected frames
within a time window required for a valid object detection. Here,
the time window is defined as 𝑇 consecutive frames. To capture
sporadic yet suspicious object detections, we introduce a defense
activation threshold 𝜌2 (𝜌2 < 𝜌1) as a trigger for activating the
attack detection component. As shown in Figure 3, if the number
of frames where the target vehicle is detected within 𝑇 frames,
denoted as 𝑘 , satisfies 𝜌2 ≤ 𝑘 < 𝜌1, the attack detection model is
activated. Otherwise, detections in these frames are classified as
false alarms (𝑘 < 𝜌2) or valid object detections (𝑘 ≥ 𝜌1), allowing
the AV to proceed with its normal response.

Once the attack detection component is activated, the victim AV
reduces its speed to a safe level. The DRL-based motion planning
model then analyzes real-time perception outcomes/motion dynam-
ics and adjust the AV’s trajectory to increase the likelihood of attack
failure while ensuring safe and comfortable driving. After operating

Figure 4: DRL-based motion planning model.

for a period, the system determines whether an attack is present.
Specifically, if the target vehicle is detected in more than 𝜌1 frames
within 𝑇 consecutive frames before the AV reaches a predefined
safe distance, which allows sufficient time for evasive actions like
lane changes or braking, the attack is confirmed. This safe distance
is estimated based on the sporadic detections observed before acti-
vating attack detection. If the attack is not confirmed upon reaching
this distance, the uncertainty-aware filtering scheme is triggered
to further analyze perception data and verify the presence of an
attack. As shown in Figure 3, if an attack is finally detected, the
normal planning model guides the AV to evade it (e.g., by changing
lanes). Otherwise, detections are classified as false alarms, and the
AV proceeds without evasive maneuvers.

6.2 DRL-Based Motion Planning
A key challenge in designing the motion planning model is that
the victim AV has no prior knowledge of the number, locations,
or shapes of adversarial objects, nor can it identify regions where
attacks are less effective. Without this information, how can the AV
adjust its motion to evade the attack? To address this, we propose a
motion planningmodel driven by real-time environmental feedback.
Specifically, the AV uses perception outputs and their confidence
levels to dynamically guide its movement. To implement this model,
we adopt DRL to generate an optimal motion policy. DRL enables
an agent to interact with an environment and learn a policy that
maximizes rewards, making it well-suited for autonomous driving
tasks. Figure 4 illustrates our DRL-based motion planning model.
At each time step 𝑡 , the agent (i.e., the victim AV) observes a state
𝑠𝑡 , which includes perception results and motion dynamics (e.g.,
speed, acceleration, and heading angle). This state is fed into a
policy network that outputs an action 𝑎𝑡 . The agent executes this
action, transitions to a new state 𝑠𝑡+1, and receives a reward 𝑟𝑡+1
reflecting environmental feedback. The reward function accounts
for perception outcomes, driving safety, and passenger comfort. The
agent’s objective is to learn a policy that maximizes the expected
cumulative reward over time. Using this trained policy, the AV
can take a series of actions to both maximize attack detection and
maintain safe, comfortable driving. Below we elaborate on the state
space, action space, and reward function.

6.2.1 State Space. The agent’s state at time step 𝑡 is represented
as a vector: 𝑠𝑡 = (𝑘𝑡 , 𝑝𝑡 , 𝑐𝑡 ,Δ𝑐𝑡 , 𝑑𝑡 , 𝑣𝑡 , 𝜙𝑡 ,𝜓𝑡 ). Here, 𝑘𝑡 denotes the
number of frames in which the target vehicle is detected within
the past 𝑇 frames. The perception result 𝑝𝑡 is set to 1 if the vehicle
is detected (𝑘𝑡 ≥ 𝜌1) and 0 otherwise. The detection confidence

837



SenSys ’26, May 11–14, 2026, Saint Malo, France Z. Liu, Y. Zhang, Y. Zhu, L. Su, C. Qiao, and C. Miao

score at time step 𝑡 is denoted as 𝑐𝑡 , with its change from the
previous step given by Δ𝑐𝑡 = 𝑐𝑡 − 𝑐𝑡−1. The AV’s lateral offset from
the lane center, 𝑑𝑡 , is computed using its center of mass and road
waypoints (e.g., derived from HD maps and GPS-IMU fusion). The
state also includes the AV’s speed 𝑣𝑡 , acceleration 𝜙𝑡 , and heading
angle deviation𝜓𝑡 relative to the road direction.

6.2.2 Action Space. The agent’s action space consists of steering
and longitudinal control, enabling precise motion regulation. At
time step 𝑡 , the action is represented as 𝑎𝑡 = (𝛿𝑡 , 𝜏𝑡 , 𝛽𝑡 ), where 𝛿𝑡 is
the steering intensity, 𝜏𝑡 is the throttle intensity, and 𝛽𝑡 is the brak-
ing intensity. This formulation aligns with modern autonomous
driving systems, allowing direct control over vehicle dynamics.
Given the current state, the DRL agent selects an action using a
policy network, which models a probability distribution 𝜋 (𝑎𝑡 |𝑠𝑡 , 𝜃 )
over the action space. We implement this policy network as a DNN
with learnable parameters 𝜃 . It predicts a Gaussian distribution
for each action dimension. Specifically, the steering action is sam-
pled as 𝛿𝑡 ∼ N(𝜇𝛿 (𝑠𝑡 , 𝜃 ), 𝜎𝛿 (𝑠𝑡 , 𝜃 )). For longitudinal control, the
network outputs a single Gaussian distribution, from which the
longitudinal action Λ𝑡 is sampled as Λ𝑡 ∼ N(𝜇Λ (𝑠𝑡 , 𝜃 ), 𝜎Λ (𝑠𝑡 , 𝜃 )).
Here 𝜇𝛿 (𝑠𝑡 , 𝜃 ) and 𝜇Λ (𝑠𝑡 , 𝜃 ) represent the predicted mean values
for steering and longitudinal control, respectively, while 𝜎𝛿 (𝑠𝑡 , 𝜃 )
and 𝜎Λ (𝑠𝑡 , 𝜃 ) denote their corresponding standard deviations. The
throttle and brake intensities are determined based on the sampled
longitudinal control action Λ𝑡 . If Λ𝑡 is positive, it is assigned to
the throttle 𝜏𝑡 , while the brake 𝛽𝑡 remains zero. Conversely, if Λ𝑡

is negative, its absolute value is assigned to the brake 𝛽𝑡 , and the
throttle 𝜏𝑡 is set to zero. This formulation ensures that throttle and
braking are mutually exclusive, preventing simultaneous activation.

6.2.3 Reward Function. During training, the agent receives a re-
ward based on its state after taking an action. The reward function
is designed to align with the system’s objective. Since the motion
planning model aims to maximize attack exposure while ensuring
driving safety and passenger comfort, the reward function consists
of the following components.

Detection reward. This reward evaluates whether an action en-
hances attack detection. Since successful detection is the cumulative
result of multiple detections within a time window, we include both
the target detection result 𝑝𝑡 and detection confidence 𝑐𝑡 into the
reward. To further encourage the model to capture positive changes,
we introduce an additional incentive when detection confidence
increases significantly. The detection reward is defined as:

𝑟𝑑𝑡 = 𝜇1 (𝛾𝑝𝑡 ) + 𝜇2𝑐𝑡 + 𝜇3𝜑 (Δ𝑐𝑡 ), (1)

where {𝜇𝑖 }3𝑖=1 are weighting parameters balancing the three terms.
A discount factor 𝛾 is applied to 𝑝𝑡 , ensuring that later detections
yield progressively lower rewards. This discount factor serves two
purposes. First, it prevents the agent from exploiting static positions
(e.g., braking and staying idle) to accumulate excessive rewards, a
common issue in reinforcement learning where agents exploit risk-
averse strategies. Second, since later detections often rely on pre-
vious frames due to overlapping time windows, rewarding earlier
detections encourages proactive exploration and adaptive driving,
preventing overly cautious or stationary behaviors. The function
𝜑 (·) quantifies whether the AV transitions from a low- to a high-
confidence region, ensuring only significant confidence increases

contribute to the reward. If the confidence change Δ𝑐𝑡 exceeds a
predefined threshold ℎ, 𝜑 (Δ𝑐𝑡 ) equals Δ𝑐𝑡 . Otherwise, it is set to 0,
preventing minor fluctuations from influencing the learning.

Safety and comfort reward. Beyond mitigating attacks, our
defense mechanism prioritizes vehicle safety and driving comfort
during the defense process. To enforce these objectives, we define
a reward function that penalizes unsafe behaviors while promoting
smooth and efficient driving:

𝑟𝑠𝑡 = − 𝜔1I(𝑑𝑡 ∉ [0, 𝑑max]) − 𝜔2I(𝑣𝑡 ∉ [0, 𝑣max])
− 𝜔3I(Δ𝜙𝑡 ∉ [0,Δ𝜙max]) − 𝜔4𝛿

′2
𝑡

− 𝜔5 |𝛿 ′𝑡 |𝑣2𝑡 + 𝜔6𝑣𝑡 , (2)

where {𝜔𝑖 }6𝑖=1 are weighting parameters that balance the contribu-
tions of different terms. The indicator function I(𝑑𝑡 ∉ [0, 𝑑max]) is
defined as

I(𝑑𝑡 ∉ [0, 𝑑max]) =
{
1, if 𝑑𝑡 ∉ [0, 𝑑max],
0, if 𝑑𝑡 ∈ [0, 𝑑max],

where 𝑑max represents a safe distance that ensures the AV remains
within the same lane. The definitions of I(𝑣𝑡 ∉ [0, 𝑣max]) and
I(Δ𝜙𝑡 ∉ [0,Δ𝜙max]) follow a similar structure. 𝑣max denotes the
predefined speed warning for the DRL model, applying a penalty
when it is above this value. After the defense is activated, The AV
first checks whether its current speed exceeds 𝑣max and reduces it
to 𝑣max if necessary. Δ𝜙𝑡 = |𝜙𝑡 − 𝜙𝑡−1 | represents the change in
acceleration, with Δ𝜙max as its predefined upper bound. 𝛿 ′𝑡 repre-
sents the clipped steering intensity, ensuring it remains within a
safe operational range. This reward function comprises six terms
to enforce driving safety and comfort. The first three penalize lane
deviations, excessive speeds, and abrupt acceleration changes. The
fourth and fifth terms discourage large steering angles, with addi-
tional penalties for sharp turns at high speeds to maintain stability.
The final term incentivizes movement, preventing the AV from
lingering at low speeds, which could pose safety risks. This formu-
lation balances safety, comfort, and mobility, ensuring stable and
realistic autonomous driving behavior.

The final reward of the agent at time step 𝑡 is calculated as 𝑟𝑡 =
𝑟𝑑𝑡 +𝑟𝑠𝑡 . To train the policy network, we simulate existing adversarial
object-based attacks across various driving environments. For the
DRL model, we employ Soft Actor-Critic (SAC) [19], a state-of-
the-art stochastic off-policy method, to optimize the policy in a
continuous action space.

6.3 Uncertainty-Aware Filtering
While the DRL-based motion planning model effectively guides
the AV to counteract attacks, challenging scenarios may still lead
to missed attack detections. To address this, we introduce an
uncertainty-aware filtering scheme that enhances defense capa-
bility. Specifically, if no attack is detected after the AV reaches a
predefined safe distance, the system performs an additional verifi-
cation step by filtering unreliable object detection results along the
defense trajectory. Our investigation reveals that attack effects are
often localized, causing low object detection confidence in certain
regions while neighboring areas maintain higher scores. In contrast,
confidence values in benign environments typically remain smooth
and consistent across neighboring regions. If the AV traverses such
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adversarially affected regions during the defense process, the re-
sulting low-confidence detections may cause missed target vehicle
detections and degrade defense performance.

To improve reliability, we propose filtering out unreliable detec-
tions from these regions. However, identifying them is challenging,
as it requires comparing confidence scores with neighboring re-
gions. Since the AV can only observe detection confidence at its cur-
rent locations and lacks access to unexplored neighboring regions,
direct comparison is not feasible. To overcome this, we divide the
trajectory into 𝑁 segments {S𝑗 }𝑁𝑗=1 and train a Long Short-Term
Memory (LSTM) model [21] to predict the most unreliable segment
based on the observed confidence scores and locations. For training,
we implement existing adversarial object-based attacks and gener-
ate object detection confidence heatmaps for each attack scenario,
as in Figure 2, with grid sizes of 0.4𝑚 × 3𝑚. The unreliability score
for each grid is computed as 𝑢𝑔 = 1

| B𝑔 |
∑
𝑏∈B𝑔

(𝑐𝑏 −𝑐𝑔), where 𝑐𝑔 is
the average detection confidence in grid 𝑔, B𝑔 represents its neigh-
boring grids, and 𝑐𝑏 is the average confidence score in neighboring
grid 𝑏. We then simulate multiple defense trajectories and assign
ground-truth labels to the most unreliable segments based on the
average unreliability scores of the grids each segment traverses.
Additionally, to account for benign conditions, we include scenarios
without attacks and assign the ground-truth label as “None”.

In practice, model predictions are often uncertain due to factors
like attack strength and environmental variations.While the classifi-
cation model identifies the most unreliable segment, its predictions
may be imprecise or overly confident. To improve prediction relia-
bility, we incorporate conformal prediction [38] into our framework
to provide principled uncertainty quantification and set-valued pre-
dictions. At a significance level 𝛼 , conformal prediction guarantees
marginal coverage of at least 1 − 𝛼 , meaning that the prediction
set contains the true segment with probability at least 1 − 𝛼 under
the data distribution. To apply conformal prediction, we reserve a
portion of the training data as a calibration set. For each calibration
sample (𝑥𝑖 , 𝑌𝑖 ), we compute a nonconformity score 𝜖𝑖 = 1−𝑃𝑌𝑖 (𝑥𝑖 ),
where 𝑃𝑌𝑖 (𝑥𝑖 ) denotes the predicted probability assigned to the
true segment 𝑌𝑖 . Larger values of 𝜖𝑖 indicate lower conformity and
higher uncertainty. Given a predefined significance level 𝛼 , we
compute a threshold 𝜂𝛼 from the calibration nonconformity scores
using the standard conformal quantile rule.

During testing, for a new defense trajectory 𝑥 and each candidate
segment S𝑗 , we compute the nonconformity score 𝜖 𝑗 = 1−𝑃S𝑗

(𝑥),
and construct the conformal prediction set Spred = {S𝑗 | 𝜖 𝑗 ≤ 𝜂𝛼 }.
When the model is uncertain, the set tends to include multiple
segments. When it is confident, the set is smaller. We then filter
out frames within the predicted unreliable segments in Spred and
determine whether an attack is present based on the remaining
frames. Specifically, let 𝑁𝑟 denote the number of remaining frames,
among which the target vehicle is detected in 𝐾 frames. An attack
is confirmed if 𝐾/𝑁𝑟 ≥ 𝜌1/𝑇 ; otherwise, the attack is not detected.

7 Performance Evaluation
We begin by evaluating our defense mechanism using CARLA [11],
a widely used open-source simulation platform for developing and
testing autonomous driving algorithms.

7.1 Experimental Setup
Sensor setup. We configure the CARLA LiDAR sensor with 64
channels, a 26.8° vertical field of view, a 10 𝐻𝑧 frequency, and a 100
𝑚 range, generating approximately 1.3 million points per frame.
Both the LiDAR and camera sensors are mounted on top of the AV,
with the LiDAR sensor positioned at 1.8𝑚 above the ground. The
camera sensor, capturing 1024 × 1024 resolution images with a 110°
field of view, is mounted at a height of 1.68𝑚. We simulate the radar
signal with mesh-based methods [23, 58], and the signal is further
processed into range-azimuth map (RAMAP) with a resolution of
100 × 80. The height of the Radar sensor is set to 1𝑚.

Driving environment setup. We consider diverse driving sce-
narios in CARLA, including both urban and rural environments
with varying infrastructure and road conditions.We select 80 scenes
in total, with 50 for training and 30 for testing. The target vehicle
is parked 40–60𝑚 ahead of the victim AV on a common two-lane
road, where each lane is approximately 3.7𝑚 wide.

Perception models and attack methods. We adopt Point-
Pillar [24] and PIXOR [50] for LiDAR-based object detection, and
YOLOv3 [35] and Fast R-CNN [13] for camera-based detection. For
radar, we use the Constant False Alarm Rate (CFAR) algorithm [37].
For sensor fusion, we employ Weighted Box Fusion (WBF) [40], a
decision-level fusion mechanism. We consider four state-of-the-art
object-based attacks: AdvLoc [59], AE-Morpher [56], and BALi-
DAR [55] as LiDAR-only attacks, and AdvFusion [58] as a fusion-
based attack. AdvLoc identifies adversarial locations where placing
common objects disrupts LiDAR perception. AE-Morpher extends
earlier object-based attacks [44] by modifying object geometry
to improve real-world effectiveness. BALiDAR differs from these
attacks by compromising both training and testing [16, 25, 52]
through backdoor point clouds, where objects placed on the vehicle
roof act as triggers to manipulate perception. For sensor fusion,
AdvFusion combines adversarial patches, metal foil, and cardboard
into a single attack board to attack LiDAR, camera, and radar simul-
taneously. When deriving parameters (e.g., number and location) of
adversarial objects, we consider three possible driving directions of
the victim AV: one along the lane center and two randomly selected
directions on the left and right of the lane center.

Baseline methods. To the best of our knowledge, no existing
defense method is applicable across different sensor modalities
or fusion. We adopt adversarial training, random trajectory, and
weaving trajectory as baseline defenses. In adversarial training, we
retrain the object detection model using adversarial data gener-
ated by simulating existing object-based attacks. In the random
trajectory baseline, the victim AV follows a randomized trajectory
within the same road segment and starting point used to evaluate
our mechanism. In the weaving trajectory baseline, the victim AV
moves side to side in an S-shape within the road segment.

Evaluation metrics. We primarily use the following metrics to
evaluate defense performance:
• Detection rate (DR). This metric is the percentage of defense
trials in which the attack is detected across all trials conducted
under various attack scenarios. A trial begins when the defense is
activated and ends with the determination of whether an attack
is present. A higher DR indicates a more effective defense.
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Table 1: Definition of discomfort driving incidents.

Incident Definition

Overspeeding 𝑣𝑡 ≥ 𝑣𝑚𝑎𝑥+10 𝑘𝑚/ℎ

Low-speed driving 𝑣𝑡 ≤ 𝑣𝑚𝑎𝑥
2

Large lane deviation 𝑑𝑡 ≥ 1.5𝑚

Large heading deviation 𝜓𝑡 ≥ 15◦

Abrupt acceleration change |𝜙𝑡 − 𝜙𝑡−1 | ≥ 0.5𝑚/𝑠2

• Remaining distance (RD). This metric is the distance between the
victim and the target vehicle when the attack is detected. A longer
RD indicates more space to react and take countermeasures.

• Discomfort driving incident rate (DDIR). This metric represents
the percentage of defense trials in which at least one discomfort
incident occurs. As shown in Table 1, these incidents include
overspeeding, low-speed driving, large lane deviation, and abrupt
heading angle or acceleration changes [4, 29].
Parameter settings. We set the time window length𝑇 to 10, the

object detection threshold 𝜌1 to 5, the defense activation threshold
𝜌2 to 2, and the object detection model confidence threshold to 0.5.
In the reward function, we set the values of {𝜇𝑖 }3𝑖=1 as 80, 2, and 5,
respectively, for the detection reward described in Section 6.2. The
confidence increase threshold ℎ is set to 0.3. The discount factor 𝛾
is set to 1/𝑛, where 𝑛 represents the number of times the target ve-
hicle has been detected up to time step 𝑡 . For the safety and comfort
reward, the values of {𝜔𝑖 }6𝑖=1 are set to 5, 10, 5, 3, 0.2, and 1, respec-
tively. We set𝑑max, 𝑣max, and Δ𝜙max as 1.5𝑚, 15-25 𝑘𝑚/ℎ according
to evaluation, and 0.5 𝑚/𝑠2, respectively. For uncertainty-aware
filtering, the detection trajectory is divided into 10 segments (i.e.,
𝑁 = 10), and the significance level 𝛼 is set to 0.15. The predefined
safe distance is 8𝑚, allowing lane changes or emergency braking
at speeds of 30 𝑘𝑚/ℎ or lower [3]. Our DRL-based motion planning
model is trained for 80 epochs on two NVIDIA GeForce RTX 6000
GPUs. The policy and Q-value learning rates are set to 0.001, and
the entropy regularization coefficient is 0.1. Additionally, our algo-
rithms, driving environments, and low-level agent controls interact
in real-time via the user-friendly APIs provided by SafeBench [49].

7.2 Analysis of Defense Activation
As described in Section 6.1, sporadic detections indicate potential
attacks and trigger our motion planning model. In our design, the
model is activated when 𝜌2 ≤ 𝑘 < 𝜌1. If 𝜌2 is too low (e.g., 1),
temporary objects or misdetections (e.g., billboards identified as
vehicles) may cause false positives and unnecessary defense activa-
tions. Conversely, a high 𝜌2 risks failing to activate the defense. To
determine an appropriate 𝜌2, we randomly select 80 scenes across
four town maps in CARLA using PointPillar for LiDAR detection.
For each scene, we evaluate attack and benign scenarios and im-
plement the AdvLoc attack in all attack scenarios. For the benign
scenario, we divide the 80 scenes into two groups. In the first group
(40 scenes), the environment remains unchanged. In the second
group (40 scenes), we place a roadside billboard that may cause
sporadic false detections of a front vehicle. The AV drives through
these scenes and, based on our activation strategy, we compute the

Table 2: The number of missed defense activations in attack
scenarios and unnecessary activations in benign scenarios.

𝜌2 1 2 3 4

# of missed defense activations (Attack) 0 0 3 9
# of unnecessary activations (Benign-Group1) 0 0 0 0
# of unnecessary activations (Benign-Group2) 5 2 1 0

Table 3: False alarm rates in benign and attack scenarios.

Distance
range

Benign Attack

No object Billboard Bus shelter AdvLoc AdvFusion

45–35𝑚 0 0.024 0.009 0.235 0.247
55–45𝑚 0 0.007 0.004 0.266 0.291

number of missed defense activations in attack scenarios and un-
necessary activations in benign scenarios. Table 2 presents results
for 𝜌2 values from 1 to 4. As observed, a larger 𝜌2 leads to more
missed activations, while a smaller 𝜌2 results in more unnecessary
activations. Considering safety and driving smoothness, we set
𝜌2 = 2 in this paper. The unnecessary activations also highlight the
importance of the motion planning model in distinguishing actual
threats from benign anomalies.

To further evaluate the designed activation strategy, we then
quantify the false alarm rate in both benign and attack scenarios.
For the benign scenario, we consider two cases: (1) no object in front
of the AV, and (2) the presence of a roadside object (an advertising
billboard or a bus shelter). For the attack scenario, we consider
AdvLoc and AdvFusion attacks. In both scenarios, the false alarm
rate is defined as the ratio of LiDAR frames in which a front vehicle
is detected to the total number of LiDAR frames. We randomly
select 80 scenes in CARLA and compute the average false alarm rate.
Results are shown in Table 3. We consider different distance ranges
between the AV and either the roadside object or the target vehicle.
We can observe that benign roadside objects can occasionally be
misclassified as vehicles, but the probability is low, with the false
alarm rate below 0.025 when approaching such objects. This rate is
insufficient to cause concentrated detections within a time window,
resulting in only two unnecessary defense activations. In contrast,
under attack the false alarm rate is about ten times higher than in
benign scenarios, indicating that even strong attacks cannot fully
suppress sporadic detections. With 𝜌2 = 2, the defense is activated
in 100% of the 80 scenes. These results demonstrate the effectiveness
and practicality of the activation strategy.

Next, we analyze the typical locations of the victim AV when the
motion planning model is activated. We set 𝜌2 = 2 and implement
AdvLoc and AdvFusion in each scene. Figure 5 shows the distri-
bution of defense activations across different distances between
the victim AV and the target vehicle. We can see that the defense
is activated in all attack scenarios. Activation typically occurs at
relatively long distances, usually within the 35–55𝑚 range for both
attacks. The figure shows that 86.7% of activations occur within this
range, providing sufficient time and distance for defensive actions.
Although activation sometimes occurs at 25–30𝑚, it still provides
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Table 4: Defense performance on different object detection systems.

Initial
distance Speed (𝑘𝑚/ℎ) LiDAR LiDAR-camera fusion

DR with M(%) DR with M+U(%) RD(𝑚) DDIR(%) DR with M(%) DR with M+U(%) RD(𝑚) DDIR(%)

40𝑚
15 83.0 93.2 12.9 0.4 76.3 85.8 14.0 0.2
20 73.4 87.5 11.3 0.8 68.8 80.9 12.6 0.2
25 70.7 83.6 11.0 0.3 66. 3 78.5 12.4 0

50𝑚
15 87.1 95.5 14.8 0.3 80.4 87.7 15.9 0
20 75.5 88.7 13.8 0.7 72.1 82.2 14.2 0.2
25 71.6 83.4 13.3 0.4 70.2 79.6 13.5 0.1
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Figure 5: The distribution of defense activations across dif-
ferent distance ranges between the victim AV and the target.

enough time for the AV to respond. We evaluate the short-distance
scenarios in Section 7.3.

7.3 Defense Performance on LiDAR Perception
and Sensor Fusion

Overall performance. In this experiment, we evaluate the defense
performance on LiDAR-only and LiDAR-camera fusion systems.
We adopt PointPillar as the LiDAR detection model and YOLOv3 as
the camera-based detection model, employing the WBF mechanism
for fusion. For attack methods, we use AdvLoc for LiDAR-only
detection and AdvFusion for LiDAR-camera fusion. In AdvLoc, we
place up to three adversarial objects, each sized 0.45𝑚 × 0.45𝑚
× 0.2𝑚. In AdvFusion, we use the same-sized adversarial objects
for attacking LiDAR and add a color patch measuring 0.8𝑚 × 0.45
𝑚 to mislead the camera perception. For each detection system,
we train our motion planning model in 50 scenes with the corre-
sponding attack and evaluate it in 30 additional scenes. Each scene
includes 30 attack trials with varying object placement. The results
are presented in Table 4, where we evaluate two scenarios with
initial distances of 40𝑚 and 50𝑚 between the victim AV and the
target vehicle. For each scenario, we consider three cases where
the victim AV’s speed at the start of attack detection is 15 𝑘𝑚/ℎ, 20
𝑘𝑚/ℎ, and 25 𝑘𝑚/ℎ. The table reports the average results over 30
evaluated scenes for each case. We present the DR obtained using
only the motion planning model from Section 6.2 (denoted as ‘DR
with M’) and the DR achieved by combining motion planning with
uncertainty-aware filtering (denoted as ‘DR with M+U’).

The results demonstrate that our proposed attack detection
model performs well across different object detection systems. For
instance, using only the motion planning model, the DR reaches
87.1% for the LiDAR system and 80.4% for the LiDAR-camera fu-
sion system when the initial distance is 50𝑚 and the speed is 15

Figure 6: Example of the defense trajectory (AdvLoc).

Figure 7: Example of the defense trajectory (AdvFusion).

𝑘𝑚/ℎ, indicating that the model effectively navigates the victim
AV to regions where the attack is more likely to fail. Furthermore,
incorporating uncertainty-aware filtering further improves the DR,
increasing it to 95.5% for LiDAR and 87.7% for LiDAR-camera fu-
sion, respectively. This improvement suggests that the conformal
prediction process successfully removes unreliable perception re-
sults. Moreover, the results indicate that the remaining distance
(RD) in all cases is sufficient for the victim AV to take appropriate
actions after the attack is detected. We also observe that the DR for
LiDAR–camera fusion is slightly lower than that for LiDAR-only.
This is likely because attacks targeting fusion systems consider
observations from both LiDAR and camera sensors, resulting in a
wider and more evenly distributed attack coverage compared to
LiDAR-only attacks, thereby making the defense more challenging.

Table 4 further highlights the effectiveness of our mechanism
in maintaining both safety and driving comfort. Specifically, the
DDIR remains below 1% in all cases, indicating a low occurrence of
discomfort-inducing driving behaviors. Additionally, we observe
that lower vehicle speeds result in better overall defense perfor-
mance, primally because slower speeds provide more time for the
mechanism to adjust the AV’s trajectory and gather sufficient obser-
vations to support both motion planning and conformal prediction
processes. In Figure 6 and Figure 7, we visualize two examples
of defense trajectories generated by our motion planning model
for AdvLoc and AdvFusion. The victim AV’s starting points are
randomly selected, with an initial distance of approximately 40𝑚
from the target vehicle. The attack is detected at around 15𝑚. Note
that the lane width is set to 3.7𝑚, and we provide a width-rescaled

841



SenSys ’26, May 11–14, 2026, Saint Malo, France Z. Liu, Y. Zhang, Y. Zhu, L. Su, C. Qiao, and C. Miao

Table 5: Comparison with baseline methods.

Defense
method

LiDAR LiDAR-camera fusion

DR(%) RD(𝑚) DR(%) RD(𝑚)

Adversarial training 14.3 10.1 23.2 11.3
Random trajectory 31.5 10.5 20.9 10.9
Weaving trajectory 30.4 10.3 25.7 10.5

Ours 93.2 12.9 85.8 14.0

Table 6: Defense performance on different attack methods
and object detection models.

Attack
method

PointPillar PIXOR

DR(%) RD(𝑚) DR(%) RD(𝑚)

AdvLoc 93.3 13.8 91.9 15.7
AE-Morpher 87.2 12.2 79.1 12.9
BALiDAR 90.5 16.6 84.8 15.6

AdvFusion (w/ Fast R-CNN) 89.0 14.2 87.2 14.8

view of the trajectory for better visualization. We can see that the
trajectories exhibit realistic motion with minor lateral adjustments.

Comparison with baseline methods. Next, we compare our
defense with baseline methods under the same evaluation settings
as Table 4. For adversarial training, we augment the object detection
model’s training set with 10% adversarial data. Since attacks target
these retrained models, we define DR for adversarial training as the
average rate reduction in successful attacks when the AV moves
forward from various directions. For the random trajectory, the
AV remains within the same lane for safety but follows a random
steering value, with corrective steering applied if it exceeds road
boundaries. For the weaving trajectory, the AV moves side to side
in an S-shape with a maximum heading angle deviation of 12◦. All
defenses are evaluated under identical attack settings with an initial
speed of 15 𝑘𝑚/ℎ. Table 5 shows that adversarial training performs
the worst (DR of 14.3% for LiDAR and 23.2% for LiDAR-camera
fusion) due to its inability to cover all adversarial object variations.
The random trajectory and weaving trajectory method offer some
defense by causing AV deviations from optimal attack conditions
but remains significantly less effective than ours.

Performance on different attack methods and object detec-
tionmodels.We evaluate our defense against three state-of-the-art
LiDAR attacks: AdvLoc, AE-Morpher, and BALiDAR, using PointPil-
lar and PIXOR as object detectionmodels. For LiDAR-camera fusion,
we replace YOLOv3with Fast R-CNN as the camera detectionmodel.
Each attack follows its original implementation. BALiDAR uses a
0.8𝑚 cube as a backdoor trigger, while AE-Morpher optimizes ad-
versarial point positions and places adversarial objects at the rear
or top of the target vehicle. For LiDAR-only detection, the victim
AV is unaware of the attack method, so we train the motion plan-
ning model on all three attacks and test its defense performance
against each. Table 6 presents the average DR after uncertainty-
aware filtering across 30 test scenes. The distance between the AV
and the target vehicle is 40𝑚, with a speed of 15 𝑘𝑚/ℎ post-defense
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Figure 8: Defense performance with varying numbers of
attacker-considered driving directions for the victim AV.

Table 7: The DR(%) with/without uncertainty-aware filtering
under different values of 𝜌1 and the confidence threshold 𝜆𝑚 .

𝜌1 = 4 𝜌1 = 5 𝜌1 = 6

𝜆𝑚 = 0.4 92/92 88/95 84/91
𝜆𝑚 = 0.5 90/96 83/93 77/85
𝜆𝑚 = 0.6 86/93 74/86 67/77

activation. Results confirm that our defense performs well across
different attack methods and object detection models.

Impact of the number of potential driving directions con-
sidered by the attacker when designing adversarial objects.
As described in Section 7.1, our experiments assume the attacker
considers three potential driving directions for the victim AV. To
assess how this number affects defense performance, we vary it
from 1 to 7 and evaluate our mechanism against AdvLoc and Adv-
Fusion attacks. These directions are randomly selected within the
lane. To clearly illustrate the impact, we conduct this evaluation
without applying uncertainty filtering. The initial distance between
the two vehicles is set to 40𝑚, and each case involves 100 simulated
attacks. Figure 8 presents the average attack detection rate. When
the attacker optimizes for only 1–2 directions, the detection rate
is noticeably higher than when multiple directions are considered.
However, even when the attacker attempts to cover the entire lane
(using more than 3 directions), our defense can still achieve good
defense performance. For example, in AdvLoc, the DR is 91% for
3 directions and 87% for 6 directions. These results suggest that
increasing the number of considered directions does not necessarily
strengthen the attack. They also indicate that even if the attacker is
aware of the defense mechanism and tries to cover more potential
driving directions to maximize the attack effect, our defense can
still be activated and remain effective.

Impact of the object detection threshold 𝜌1 and the con-
fidence threshold. We evaluate the impact of the valid object
detection threshold, 𝜌1, and the object detection model’s confidence
threshold (𝜆𝑚) on defense performance. Higher values for these
parameters impose stricter conditions for recognizing the target
vehicle. We conduct 100 experiments following the settings in Ta-
ble 4 and report the average DRs before and after applying the
uncertainty-aware filtering scheme. Table 7 presents the DRs under
different parameter values. The results show that DR decreases
as detection requirements become stricter, with lower 𝜌1 and 𝜆𝑚
leading to higher DRs. However, even in stringent settings, our

842



Defending Autonomous Driving Perception against Adversarial Object-Based Attacks via Motion Planning SenSys ’26, May 11–14, 2026, Saint Malo, France

0.3 0.4 0.5 0.6 0.7
Size (m)

0

20

40

60

80

100

C
ou

nt

2

2

2 2 2

3

3 3 3
3

2

2

2 2
2

3 3 3 3 3

Defense Success (Box)
Defense Success (Ball)
Defense unsuccess (Box)
Defense unsuccess (Ball)

Figure 9: Attack and defense performance across different
adversarial object shapes, numbers, and sizes.

Table 8: Defense performance at short distances.

Speed LiDAR LiDAR-camera fusion

DR(%) RD(𝑚) DR(%) RD(𝑚)

15 𝑘𝑚/ℎ 86.2 10.8 81.5 10.5
20 𝑘𝑚/ℎ 81.5 9.6 77.7 9.3

defense maintains a DR above 85% in most cases after applying the
uncertainty-aware filtering scheme, demonstrating its robustness.

Impact of variations in the shape, number, and size of
adversarial objects.We further analyze the impact of adversar-
ial object characteristics, including shape, size, and number, on
defense performance. The number of objects are denoted in the
figure (2 or 3). The experimental setup follows that of the previous
section, with 100 experiments conducted for each setting, and we re-
port the attack and defense performance under varying conditions.
We evaluate both box- and ball-shaped adversarial objects, with
lengths/diameters ranging from 0.3𝑚 to 0.7𝑚. Figure 9 presents
the attack and defense performance across different factors. We
can see that our defense remains highly effective, achieving, for
example, an 85.6% DR when using ball-shaped adversarial objects
with a 0.4𝑚 diameter. The results also show that box-shaped ob-
jects generally lead to a higher attack success rate and a lower DR
than ball-shaped ones of similar size. While DR decreases as attack
strength increases, our defense still maintains a 72% DR when three
adversarial objects of 0.6𝑚 in size are used.

Impact of activation distance. As shown in Figure 5, there are
instances where the DRL-based motion planning model is activated
at a distance of 25–30𝑚 from the target vehicle. This experiment
evaluates whether our defense remains effective at such short dis-
tances. Specifically, we follow the experimental setup in Table 4 and
set the initial distance between the two vehicles to approximately
30𝑚. Table 8 reports the average DRs and RDs when the AV’s speed
at defense activation varies from 15 𝑘𝑚/ℎ to 20 𝑘𝑚/ℎ. The results
show that our defense remains effective even at shorter distances,
as the victim AV still has enough space to execute countermea-
sures. This is largely due to many successful detections during the
defense process occurring in regions closer to the target vehicle,
where slight changes in angle have a greater impact on perception.

Table 9: Defense performance against camera-only attacks.

YOLOv3 Fast R-CNN

DR(%) RD(𝑚) DR(%) RD(𝑚)

86.0 12.8 79.3 12.7

Table 10: Defense performance against radar-only attacks.

Strong reflection Medium reflection Weaker reflection

DR(%) RD(𝑚) DR(%) RD(𝑚) DR(%) RD(𝑚)

99 18.6 100 16.3 98 17.2

7.4 Defense Performance on Camera and Radar
Perception

In this section, we evaluate our defense against camera-only and
radar-only systems. While camera-based attacks have been widely
studied, achieving a perfect physical-world attack remains chal-
lenging. Factors such as RGB distortion and the trade-off between
attack effectiveness and stealth (e.g., patch size) limit their consis-
tency across varying distances. To evaluate whether our defense
can counter camera-only attacks, we deploy two adversarial boards
in the CARLA simulator and conduct attacks in 10 scenarios. The
initial distance is set to be 30𝑚. Other settings follow Table 4. The
defense performance is reported in Table 9 without considering
uncertainty-aware filtering at 15 𝑘𝑚/ℎ. The results show that even
at short distances, our defense remains effective.

For the evaluation of radar-based object detection, we consider
an AV equipped with radar and use the Constant False Alarm Rate
(CFAR) algorithm for object detection.We consider the attackmodel
described in [58]. In this scenario, the attacker places a smoothmetal
surface between the radar and the target vehicle to deflect trans-
mitted mmWave signals away from the radar receiver. As a result,
the energy of the echo signals from the target vehicle is reduced,
leading to missed detections. In our experiment, we use a Honda
sedan as the target vehicle. For the adversarial object, we use a 0.8
𝑚 × 0.45𝑚 metal plate, which is placed at the rear of the target
vehicle. We select three different metal plates with varying reflec-
tivity levels: strong, medium, and weak reflection. The position and
angle of each metal plate are adjusted to maximize the impact on
object detection performance. The victim AV is positioned between
30𝑚 and 9𝑚 across seven different directions on the road segment
to evaluate object detection performance under varying conditions.
For each metal plate, we perform 100 defense trials and record
the average DR and RD without considering uncertainty-aware
filtering. The results in Table 10 show that the radar-based attacks
can be significantly mitigated with our motion planning model.
Besides, we can observe that even with a short initial distance, the
remaining distance is much larger compared with LiDAR-only or
camera-only attacks. For example, when the speed is 15 𝑘𝑚/ℎ, the
defense only takes an average distance of 12.6𝑚 to escape from the
attack.
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Figure 10: Real-world perception testbed.

7.5 Defending against Vehicle Creating Attacks
Next, we discuss how to extend the defense to address the vehicle
creating attack, which aims to make the AV falsely detect a non-
existent vehicle by placing adversarial objects in the environment.
To the best of our knowledge, only one adversarial object-based
vehicle creating attack exists [26]. In this attack, the attacker places
two billboards on the roadside and injects malicious IEMI signals
into the LiDAR to perturb the point cloud. As with hiding attacks,
deciding when to activate the defense is crucial. For hiding attacks,
the defense is triggered by sparse but sporadic detections. For ve-
hicle creating attacks, simply inverting this, triggering defense on
sporadic missed detections, can lead to unnecessary activations, as
detection models may miss a few frames even in clean scenarios.
However, our investigation shows that although the attack can
achieve a high success rate, the “ghost car” typically has lower
confidence than in clean scenarios. For example, in the clean case in
Figure 2, most frames show confidence above 0.9, while the “ghost
car” is consistently lower. Therefore, we adopt a dual-condition
activation strategy: (1) sporadic missed detections, and (2) average
confidence significantly lower than clean cases. We use 3 (the num-
ber of miss-detected frames) and 0.3 (the reduced confidence) as
thresholds in our case study. The detection reward in Section 6.2
is modified to 𝑟𝑑𝑡 = −𝜇1 (𝛾𝑝𝑡 ) + 𝜇2 (1 − 𝑐𝑡 ) − 𝜇3𝜑 (Δ𝑐𝑡 ) to adapt to
the creating attack. In practice, the defender can switch between
defense modes (for hiding or creating attacks) based on the activa-
tion condition. Following the attack setting in [26], we evaluate 30
successful attack trials with an initial distance of 30𝑚. Results show
that our defense detects the attack in all cases, with an average RD
of 15.4 𝑚. This case study reveals that both hiding and creating
attacks are sensitive to viewing angle and distance deviations.

8 Real-World Evaluation
In this section, we evaluate our defense mechanism using a real-
world perception testbed for autonomous driving, as shown in
Figure 10. The testbed features a Velodyne VLP-32C LiDAR sensor
and a ZED 2i camera, both commonly used in AVs. Mounted on top
of the vehicle, the LiDAR is positioned at 1.8𝑚 above the ground,
while the camera is at 1.7𝑚. The LiDAR has 32 channels with a
40° vertical field of view, and the ZED 2i camera captures high-
resolution images with stable exposure. We consider AdvLoc for
LiDAR-only detection and AdvFusion for LiDAR-camera fusion,
using PointPillar and YOLOv3 as the object detection models.

The evaluation follows a hybrid approach, combining real-world
sensory data with agent control in the CARLA simulator. We first
implement AdvLoc and AdvFusion attacks using cardboard struc-
tures and printed color patches as adversarial objects, with a sedan

(a) (b) (c)

(d) (e) (f)

Figure 11: Real-world attack scenarios in daytime. The first
row shows the AdvLoc attack, while the second row shows
the AdvFusion attack. (a), (b), and (c) correspond to scenes 1,
2, and 3 for AdvLoc, while (d), (e), and (f) represent the same
scenes for AdvFusion.

Table 11: Defense performance on real-world attacks.

Attack
method

Scene 1 Scene 2 Scene 3

DR(%) RD(𝑚) DR(%) RD(𝑚) DR(%) RD(𝑚)

AdvLoc 88.3 13.5 85.0 13.1 91.7 15.0
AdvFusion 93.3 15.8 81.7 12.4 86.7 14.4

as the target vehicle. Sensory data is collected along a 40𝑚 × 3.7𝑚
road segment to derive detection confidence at various locations.
These confidence scores are then used as inputs for the motion
planning model in CARLA. During attack detection, we replace the
simulator-generated confidence scores with real-world values from
corresponding locations. Specifically, at time step 𝑡 , the agent’s con-
fidence score (𝑐𝑡 ) and confidence change (Δ𝑐𝑡 ) are substituted with
values from physical-world data. This hybrid approach allows for
realistic defense evaluation while ensuring safety during testing.

Figure 11 illustrates the attack scenarios used in our experi-
ment across three scenes. The first row shows the AdvLoc attack,
while the second depicts AdvFusion in the same scenes. For each
attack, we conduct 60 defense trials, randomly selecting the victim
AV’s starting location within 35–40𝑚 from the target vehicle. The
victim AV’s speed is set to 10 𝑘𝑚/ℎ after defense activation. The
motion planning models used for both attacks are the same as those
for Table 4. Table 11 reports the average DR and RD after apply-
ing uncertainty-aware filtering. The results show that our defense
mechanism consistently achieves high DR and RD across different
real-world scenarios, despite variations between scenes.

To further evaluate our defense mechanism, we analyze the im-
pact of lighting conditions and a passing vehicle. As shown in Fig-
ure 12a and Figure 12b, we launch AdvLoc and AdvFusion attacks in
Scene 1 at night and test AdvLoc with a passing vehicle (Figure 12c).
For each scenario, we conduct 60 defense trials, randomly selecting
the testbed’s starting location within 35–40𝑚 of the target vehicle.
Table 12 reports the average results at AV speeds of 10 𝑘𝑚/ℎ and
15 𝑘𝑚/ℎ after defense activation. The results show minimal impact
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(a) (b) (c)

Figure 12: Real-world attack scenarios at night. (a) and (b)
depict AdvLoc and AdvFusion attacks, respectively. (c) shows
the AdvLoc attack with a passing vehicle.

Table 12: Impact of lighting conditions and passing vehicle.

Speed Night-LiDAR Night-Fusion Passing vehicle

DR(%) RD(𝑚) DR(%) RD(𝑚) DR(%) RD(𝑚)

10 𝑘𝑚/ℎ 91.7 13.1 80.0 13.5 90.0 16.0
15 𝑘𝑚/ℎ 86.7 12.8 76.7 11.1 81.7 12.1

of lighting conditions on LiDAR-only detection. However, at night,
LiDAR-camera fusion sees a slight performance drop, likely due
to reduced lighting affecting the camera. Additionally, the passing
vehicle does not impact defense performance.

9 Conclusion
In this paper, we propose a novel defense mechanism that leverages
intelligent motion planning to counter adversarial object-based
attacks in autonomous driving. Our approach integrates real-time
attack detection with adaptive trajectory planning, guiding the
AV toward regions where attacks are less effective. It employs
a DRL-based motion planning model to dynamically adjust the
AV’s trajectory and incorporates an uncertainty-aware filtering
scheme to enhance detection robustness. Extensive evaluations
in both simulated and real-world environments demonstrate its
effectiveness across different sensor modalities and multi-sensor
fusion while ensuring safe and smooth driving.
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